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5.1
1
Decision/action requested

This pCR proposes a solution to detect the man-in-the-middle false base station.
2
References

[1]
3GPP TS 38.211: "NR; Physical channels and modulation”
3
Rationale

This document proposes a new solution to detect a FBS+Fake UE. It is based on the link parameters between UE and gNB, i.e. UE’s SFN (system frame number, subframe number and timeslot). gNB can compare SFN allocated to “fake UE” and UE’s real SFN to determine existence of FBS. 

4
Detailed proposal
pCR
***
BEGINNING OF CHANGES   ***
6.x

Solution Y: Detection of Man-in-the-Middle false base station

6.X.1
Introduction

This solution addresses the key issue #3 “Network detection of false base stations”. 

A false base station (FBS) capable of performing man-in-the-middle (MitM) attacks usually consists of two parts, i.e. a Fake gNB unit and Fake UE unit. 

This solution is based on the link parameters between UE and gNB, i.e. UE’s SFN (system frame number). gNB can compare SFN allocated to “fake UE” and UE’s real SFN to determine existence of FBS. 

6.X.2
Solution Details

The steps can be summarized as follows. 

0. Assuming UE has established a connection with a real gNB through a MitM gNB. The RRC security is established. 
1a. UE initiates the process by a sending a RRC message to gNB. For simplicity, a null RRC message can be transmitted

NOTE1: Before sending this RRC message, UE will be allocated a set of SFN parameter, SFN1 (system frame number, subframe number and timeslot) by FBS. 

1b. FBS (Fake UE) forwards the RRC message to gNB. Similarly, gNB will allocate a set of SFN parameter, SFN2 to Fake UE. 

NOTE2: In general, SFN2 is not equal to SFN1 (collision probability is 1/10240, i.e. detectability >99.99% as 1024 possible system frame numbers, and 10 subframe numbers to be allocated).

NOTE3: FBS is not able to modify SFN2 controlled by gNB.  FBS cannot reschedule SFN1 (happened earlier), it will cause SFN2 rescheduled or connection time out.
2. gNB stores SFN2 it allocated. 

3. UE sends SFN1 in a RRC message (security protected from FBS) at step 3a and FBS forwards to gNB at step 3b. 

4. gNB compares SFN1 with SFN2 to determine whether there is a FBS 










Philips’ design considerations:

a) The base station is in charge of scheduling the resources in the uplink communication. A key requirement for the solution to work in a secure way is that this scheduling step is randomized in a secure way. In particular, it is required to standardize the following:

· Base station extracts a number r uniformly distributed at random in {0,…,10239}. 

· Base station allocates SFN = r/10 and slot r%10 where / means integer division and % means modulo operation.

If this scheduling is not randomized as above, then the following attack is feasible: a MitM can monitor the SFN schedule of the base station, set an own SFN schedule that is a bit ahead, and learn what is the “normal behavior” of the base station when allocating resources. Once the MitM has learned this, the MitM can predict when the base station is going to allocate the transmission resources and mimic its behavior.

b) It might be feasible to reduce the number of messages that the UE needs to send. This might be done, if Configured Grant Type 1 or Type 2 are used. 
Q&S:

· Why “an average delay of 5 seconds” and how it is related to our discussions? 
You could argue that an attacker does not know when the MitM detection protocol is triggered. But then this is something again that could be learned/reverse engineered. 
If the SFN allocation is done following a random and uniform distribution, and we have 2^10 frames, then the average delay is ~5 seconds. 
·  Why “clock” is introduced here and why is it related to our discussions? 
Assume gNB has SFN_gNB=4 at UTC time t0. This is something that the attacker can monitor. The attacker starts the MitM at time t1 = t0 + y10 ms using SFN_MitM=y+4+x. Then SFN_MitM is x frames ahead. 

If the attacker learns somehow which action triggers the protocol, the attacker can send a bit earlier than gNB 

Time resource allocation(SFN1)
Since the SFN_MitM clock is a bit ahead, it is going very likely that SFN1 == SFN2. 
· No, it is not triggered by step 0. The dash line in the original doc indicates the 2-way messages exchanged before step 1a, i.e. UE sends SR to BS_MitM and BS_MitM returns DCI (with SFN1 info)
OK. Then the sending of SR triggers your protocol. This is visible to the MitM. Also, have you computed the maximum delay from the SR message, till the resources are allocated?  This might be very relevant for the proposal and viability.
6.X.3
Evaluation

TBA. 
***
END OF CHANGES
***
gNB





FakeUE





FBS





UE





RRC security established





  Time resource allocation (SFN1)





1a. RRC (null)





  Time resource allocation (SFN2)





1b. RRC (null) 





2. Keep UE’s SFN2





3a. RRC (SFN1)





3b. RRC (SFN1)





4. Compare SFN1 and SFN2 








